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Understanding the I/O behavior of Linux Ransomware is crucial!
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The majority of these solutions are developed for Windows and Android.
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CRIBA
This work

๏A tool for simplifying and automating the exploration, analysis, and comparison of 
I/O patterns for Linux cryptographic ransomware.  

‣ Transparent collection of information about ransomware’s execution. 

‣ Practical pipeline for analyzing the collected information. 

‣ Automated and customizable analysis for exploring and correlating data. 

‣ Visual representations to ease and summarize data analysis.
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Ransomware 
Family

Execution 
time 

(mins)

Process Accesses Syscalls

#PIDs #TIDs Paths Extensions Types Data-Metadata 
(%)

Storage-Network 
(%)

AVOSLOCKER 1.481 1 2 11,646 3,044 8 34 - 66 100 - 0
RANSOMEXX 3.126 1 5 85,583 19,341 9 32 - 68 100 - 0

REVIL 8.719 12 13 39,384 8,275 9 42 - 58 100 - 0

EREBUS 10.361 3 12 107,307 8,482 17 27 - 73 99.96 - 0.04

DARKSIDE 0.386 1 6 11,244 12 19 25 - 75 99.79 - 0.21
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‣ Same name for files across directories. 
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(OP-open, ST-stat, WR-write, CL-close). 

๏Distinct patterns 
‣ Number of ransom notes created. 
‣ Multiple file extensions (EREBUS). 
‣ Multiple system call sequences by DARKSIDE.
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Ransomware Family File name System call sequence # Files
AVOSLOCKER README_FOR_RESTORE OP→ST→WR→CL 1,019
RANSOMEXX !NEWS_FOR_STJ!.txt ST→OP→ST→WR→CL  3,513

REVIL qoxaq-readme.txt  OP→ST→WR→CL  3,501

EREBUS
_DECRYPT_FILE.html 
_

OP→WR→CL→RN→OP→WR→CL  8,430
_DECRYPT_FILE.txt OP→WR→CL  4,000

DARKSIDE darkside_readme.txt
ST

274ST→OP→WR→CL  
ST→OP→WR→CL→ST  
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Linux Ransomware Study
Dataset’s File Selection and Evasion Techniques

๏Only REVIL and EREBUS overwrite the full 
content of files. 

๏Other families process partial content of 
files and/or target specific file extensions. 

๏These patterns enable faster execution 
and lower CPU usage, and are used to 
deceive detection tools.
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Different features must be considered for a clear understanding of ransomware’s intrinsic behavior!
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Conclusion

๏Through a transparent, practical and automated analysis pipeline, CRIBA allows:  

‣ Automating the analysis of ransomware families. 

‣ Understanding complex and intrinsic behavior of ransomware samples. 

‣ Pinpointing common and distinct traits across families.   

๏The knowledge provided by CRIBA is key for building and improving detection 
tools for Linux cryptographic ransomware.
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CRIBA: A Tool for Comprehensive Analysis of 
Cryptographic Ransomware’s I/O Behavior
๏CRIBA is publicly available at: 

‣ Github: github.com/dsrhaslab/criba 

‣ Contact: tania.c.araujo@inesctec.pt
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