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Abstract—The rise of new, faster storage devices has intro-
duced significant changes to the design and optimization of tradi-
tional storage systems. This paper examines how different storage
hardware, ranging from HDDs to SSDs and Persistent Memory,
influences the design and efficiency of modern deduplication
systems. Through a literature consolidation and an empirical
study on the performance implications of different fingerprinting
methods and indexing configurations, we highlight important and
non-trivial co-design choices that must be carefully considered
when building next-generation deduplication systems.

Index Terms—storage systems, disk devices, data deduplication

I. INTRODUCTION

New, faster storage devices have become mainstream in
consumer and enterprise-grade applications in recent years.
As the gap between CPU and I/O performance continues to
diminish, one must carefully rethink and redesign traditional
storage optimizations [1,2]. One such optimization is data
deduplication, which has been used from archival and backup
systems to primary storage appliances towards reducing stor-
age space requirements, increasing the lifespan of the devices,
and even improving I/O performance [3].

Briefly, deduplication partitions stored content into chunks.
If two chunks are the same, only a single copy is persisted,
saving space. To achieve this, a fingerprint (i.e., a value that
uniquely represents a chunk) must be computed and then kept
in a data structure (an index) for efficient lookup. This process
is computationally expensive, as, for example, fingerprinting
is traditionally done using cryptographic hash functions [4].
As a result, deduplication designs must take into account not
only I/O performance but also computational performance and,
more crucially, the balance between them.

Challenge and Related Work. This delicate balance still
requires careful study and systematization. Whilst previous
work summarizes and classifies the different deduplication
designs and techniques used in various use cases, it does
not consider the new reality of fast storage devices and I/O
frameworks [3,4]. After these surveys were conducted, new
deduplication systems using the Storage Performance Devel-
opment Kit (SPDK) and Persistent Memory Development Kit
(PMDK) frameworks and targeting NVMe SSD and Persistent
Memory devices were proposed [5—9]. These new frameworks
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and storage mediums changed the established balance between
I/O and computational performance, and, consequently, key
fundamental design principles of deduplication solutions.
The main contribution of this paper is thus an empirical
study and consolidation of the literature on the characteristics
of new storage devices that significantly impact the design of
deduplication. In more detail, our paper is the first to study:

i) distinct characteristics of HDD, SSD, and PMem devices
(e.g., access time and patterns, read and write bandwidth
asymmetry) and how these impact the design of core
deduplication mechanisms such as fingerprint computa-
tion and duplicate detection;

ii) how compact index metadata structures can effectively
handle the ever-increasing amount of stored data and
the capacity of today’s devices. Specifically, we analyze
the behavior of partial indexes, an increasingly used
in-memory metadata structure that keeps only a subset
of fingerprints of stored chunks, under workloads with
distinct duplication ratios and eviction policies.

In sum, we show that deduplication systems must be care-
fully co-designed with the intrinsic, and not always evident,
characteristics of each device and I/0O workloads, while point-
ing out open paths for future research work in the field.

II. THE STORAGE LANDSCAPE

In the past, the main storage medium was magnetic tape.
Then, Hard Disk Drives (HDDs), with spinning magnetic disks
and a moving read/write head for data storage and retrieval,
became prevalent. Later, flash-based Solid-State Drives (SSDs)
became the mainstream medium for performance-sensitive
applications due to being faster, especially under random I/O
workloads, and more energy efficient than HDDs [10].

As flash technology improved, the existing SATA protocol
used for communication between the device and the CPU
became a bottleneck. In response, the Non-Volatile Memory
Express (NVMe) protocol was developed, which uses a faster
transport protocol underneath (PCle instead of AHCI), allow-
ing for higher parallel data processing and lower latency [11].

Recently, a new storage medium referred to as Persistent
Memory (PMem) was developed. It is a non-volatile, low-
latency, byte-addressable memory with densities greater than
DRAM, and can be used as a regular storage device or as



main memory [12]. Despite being discontinued, it remains
relevant research-wise, as mediums with similar properties
are currently being developed [13, 14].

Discussion. Not only did devices become faster, but their
performance characteristics have also changed over time, af-
fecting how applications should be implemented and tuned for
different storage mediums.

HDDs are known to exhibit poor random I/O performance
due to their mechanical design (i.e., arm and head movement
when seeking across random disk sectors). In contrast, se-
quential performance is significantly better, and the bandwidth
asymmetry between reads and writes is negligible [15].

On SSD devices, random writes tend to be slower than se-
quential ones, as they often trigger erasure operations and can
lead to write amplification [16]. Meanwhile, read performance
remains consistent between random and sequential access,
since SSDs have no seek time (as in HDDs) [17]. Notably,
read bandwidth is typically higher than the write counterpart
(=1.06x for SATA SSDs, ~2.1x for NVMe SSDs).!

On PMem devices, sequential reads are faster than random
ones, mainly due to their built-in read-ahead mechanisms. As
writes do not benefit from these mechanisms, sequential and
random write workloads perform similarly. Unlike in the other
two storage mediums, PMem’s read bandwidth is considerably
larger (up to 3x) than the write one [6, 17].

III. DATA DEDUPLICATION

Data deduplication works by identifying and removing
duplicate data present in storage systems, therefore enabling
space savings. An example flow for data deduplication is
shown in Figure 1. To find duplicates, this technique must first
partition stored data into smaller pieces, called chunks, that
act as the deduplication unit (Figure 1-@@)). There are multiple
approaches to partitioning (i.e., chunking) data, from whole-
file chunks to fixed and variable-sized ones. After defining the
unit of deduplication, one must be able to identify duplicate
chunks. As comparing byte-wise every two chunks (i.e., byte-
to-byte comparison) is computationally expensive, the con-
tent of each chunk is commonly identified by a fingerprint
(Figure 1-@), a unique digest which is usually the result of
hashing the chunk’s content with a hash function.

To further speed the identification of duplicate chunks,
fingerprints are indexed in a metadata structure (Figure 1-
€@). commonly referred to as the deduplication index. The
index tracks all the fingerprints of stored chunks, allowing it
to quickly identify a potential duplicate candidate for a newly
written chunk. When a duplicate chunk is found, it means
that the exact same content was previously persisted, and the
new chunk does not need to be actually stored (Figure 1-@).
Instead, the logical address of this new chunk will point to the
physical location on disk where the duplicate content resides.
Having multiple logical chunk addresses pointing to the same

IThe devices chosen for this comparison are the Hynix
HFS480G3H2X069N (Se5110 Series) SATA SSD [18] and the Dell
Express Flash P5500/P5600 NVME SSD [19].
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Fig. 1: High-level overview of data deduplication

physical address is the basic mechanism for content sharing
(Figure 1-@). The mapping between logical and physical
views of the system is kept alongside the index as metadata
to enable transparent access from applications. Furthermore,
other structures can be kept for optimization purposes (e.g.,
how many logical references each physical chunk address has,
free space management). To ensure crash consistency, this
metadata must also be persistently stored (Figure 1-@).
These steps can be done at different stages of I/O re-
quests. Inline deduplication refers to systems that perform
all the previous steps in the critical I/O path of requests.
Alternatively, offline deduplication defers steps @ to @ to
asynchronous background tasks. This decision avoids an extra
latency penalty on foreground I/O requests at the cost of
temporarily storing duplicate content at the storage system.

IV. STUDY ON DEDUPLICATION AND DEVICES CO-DESIGN

As storage devices have different performance characteris-
tics, deduplication designs have adapted accordingly.

Deduplication over HDDs. A considerable body of work
on deduplication emerged while the mainstream storage
medium was spinning hard drives [4]. As computation was
significantly faster than I/O, cryptographic hashes were the
norm for chunk fingerprinting, even when using inline dedu-
plication. Additionally, as reading metadata and the index from
disk carried a significant performance penalty, many inline
systems opted to cache a subset of fingerprints in RAM or
use Bloom filters to speed up the index lookup [20].

As hard drives were sensitive to fragmentation, worsened by
deduplication due to changing the chunks’ physical location,

2Metadata persistence can be deferred to a later time by grouping together
multiple I/Os in a single operation.



there was a concern to preserve the on-disk layout of data by
deduplicating and storing contiguous chunks together [4,21].

Deduplication over SSDs. The first works on deduplication
for SSDs were designed and implemented as part of the device
controller, exploiting its hardware and firmware. Many of these
solutions used the Flash Translation Layer (FTL) component to
maintain the logical-physical metadata mapping with minimal
performance overhead. Similarly, other SSD components for
wear leveling and garbage collection were adapted to manage
references for duplicate pages [22-24].

As the DRAM included on SSDs is typically small, these
devices do not have sufficient space for holding the full
deduplication index. To mitigate this issue, some systems have
adopted a best-effort deduplication approach. This involves
either storing a partial index in DRAM, keeping the entire
index in the DRAM of the host OS, or using a smaller section
of NVRAM embedded inside the SSD [22-24].

While deduplication for NVMe SSDs was also explored at
the OS-level, its design highly resembles the ones followed by
more traditional solutions over HDDs [5].

Deduplication over PMem. In traditional deduplication
systems, cryptographic hash functions were chosen as the
main chunk fingerprinting approach due to their collision
resistance (i.e., very low probability of two chunks with
distinct content having the same hash digest) [4]. However,
their computation is expensive, especially when done in the
critical path of I/O requests to PMem devices, which exhibit
significantly lower latency than HDD and SSD mediums. As a
result, deduplication systems for PMem started adopting non-
cryptographic hash functions (e.g., xxHash, CRC-32) [6, 8, 9].

These hash functions, however, do not provide strong
resistance against collisions, unlike the cryptographic ones.
This means that, whenever two chunks are identified as
duplicates (i.e., their hashes match), their actual content
must be compared, typically with a byte-to-byte comparison,
to ensure that they indeed have the exact same content [6, 8, 9].

Discussion. The existing literature, and its brief overview
provided so far in this paper, highlight interesting design
decisions based on the type of device being targeted. However,
this information is typically scattered across distinct works,
and there is no unified view of how the design of key
deduplication mechanisms is impacted by using different disks
ranging from HDDs to SSDs and PMem. Next, we showcase
the importance of such study by focusing on two important
features of deduplication: chunk fingerprinting and indexing.

A. Chunk Fingerprinting

The choice of hash function for computing chunk finger-
prints presents a trade-off between I/O performance, metadata
size (i.e., larger fingerprints will lead to bigger deduplication
indexes), and collision resistance. Table I shows a comparison
between the following four hash functions:

o SHA-512: a cryptographic hash function designed by the

NSA, used in a variety of contexts, such as digital signa-
tures and secure communication protocols. We chose the

512-bit variant as it is more secure and exhibits similar
performance to the 256-bit variant [25];

« Blake3: a recent, parallelizable cryptographic hash func-
tion faster than traditional ones. We opt for its default
256-bit digest size, as the larger digests do not lead to
better performance or collision resistance [26];

e« CRC-32: a non-cryptographic hash function commonly
used for error detection. We use the 32-bit variant as it
is used in other deduplication systems [8];

« xxHash: a fast non-cryptographic hash algorithm, work-
ing at RAM speed limit [27]. We use the 64-bit version
as it is the one used in previous deduplication work [6].

The latency and throughput of these functions were eval-
uated on a system with two Intel® Xeon® Gold 6342 CPUs
and 192GiB of DDR4-3200 RAM by computing 100M hashes
of blocks of 4KiB, a commonly used size for deduplication
systems. Collision probability results were computed assuming
a perfect hash distribution, based on the Birthday Paradox [28].

Results show Blake3 achieves 5.97 x more throughput than
SHA-512, with half the digest size, while keeping a negligible
collision probability. For non-cryptographic hashes, xxHash
shows 1.85x more throughput than CRC-32 and a lower colli-
sion probability, though it doubles the digest size. Compared to
SHA-512, xxHash improves throughput by 20x and produces
smaller digests, albeit with an increased risk of collisions.

Based on the data from Table I, we study the performance
impact of these hash functions on deduplication. Figure 2
plots the overhead of computing the different functions in
the critical I/O path, measured as the percentage of the total
I/0 latency spent on fingerprinting, assuming storage devices
operating at nominal capacity with varying bandwidth values.
For reference, we label bandwidth values for existing storage
devices (vertical dashed lines in Figure 2): 153MiB/s for a
HDD [29], 505MiB/s for a SATA SSD [18], 1716MiB/s for
an NVMe SSD [19], and 2861MiB/s for a PMem device [30].
As multiple hash computations can run in parallel, we also plot
the overhead relative to how many threads are performing /O,
assuming disk bandwidth is equally distributed amongst them.

With 8 I/O threads, the overhead of using xxHash instead
of SHA-512 decreases significantly, especially for faster medi-
ums: from 3% to 0.16% on the HDD, from 10% to 0.52% on
the SATA SSD, from 26% to 1.75% on the NVMe SSD, and
from 37.4% to 2.9% on PMem. When considering today’s
storage appliances with multiple devices or anticipating future
devices reaching, for instance, 5 GiB/s of bandwidth, the
overhead of SHA-512 becomes even more noticeable. With
8 threads, it would rise to 51.7%, compared to 15.2% for
Blake3, 9.0% for CRC-32, and 5.1% for xxHash.

As the number of threads increases, the available disk
bandwidth per thread becomes smaller, and consequently,
the overhead of computing a hash decreases. This is more
noticeable for faster devices and slower hashes. For example,
the overhead of SHA-512 on the PMem device drops by 45 pp
when increasing threads from 1 to 8, whereas xxHash’s over-
head in the same scenario only decreases by 16 pp. Notably,
increasing the number of threads can lead to higher contention



TABLE I: Comparison of SHA-512, Blake3, CRC-32 and xxHash hash functions

SHA-512 Blake3 CRC-32 xxHash
Cryptographic Yes Yes No No
Latency (ns) 6535+ 1579 10954+ 700 603 £ 510 325 £ 429
Throughput (MiB/s) 598 £ 7 3569 +£58 6473 +60 12001 + 145
Digest Size (B) 64 32 4 8
Hashes needed for 50% chance of collisions 1.4 x 1077 4.0 x 1038 7.7 x 104 5.1 x 109

—
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Fig. 2: Scalability of SHA-512, Blake3, CRC-32 and xxHash hash functions

during deduplication metadata management operations. This
is because metadata synchronization has to occur across more
threads, resulting in more contention in critical regions, the
effects of which are not accounted for in these plots.

All in all, cryptographic hashes provide better collision
resistance than non-cryptographic hashes but also have a con-
siderable performance overhead. This overhead is noticeable
on NVMe SSDs and becomes even more pronounced on
PMem devices, where functions like SHA-512 take too long
to compute within the critical I/O path.

Takeaway 1. Traditional cryptographic hashes like SHA-
512 incur negligible overhead on slow (HDD) devices,
but prohibitive overhead on fast (NVMe SSDs, PMem)
mediums. While faster cryptographic functions like Blake3
are generally efficient on SSDs, PMem demands an even
faster, non-cryptographic hash function to maintain per-
formance in latency-sensitive I/O operations.

However, the previous analysis is insufficient for choosing
the appropriate fingerprinting method, as the cost of per-
forming byte-to-byte comparison in non-cryptographic hash
functions must also be taken into account. This cost is not
trivially calculated, as it depends on multiple factors:

o I/0 workload — Workloads with a higher volume of
duplicates will require more byte comparisons, as the
likelihood of fingerprint matches increases (e.g., duplicate
chunks sharing the same fingerprint);

o Collision resistance of hash function — The less sus-
ceptible a hash function is to collisions, the less byte
comparisons are required to distinguish different chunks
that may end up with the same hash signature;

o Read/write asymmetry of device — Devices with high
read/write asymmetry can fetch content quicker than

they can write it, alleviating the overhead of doing an
additional read from disk under a write operation. It is
the reason PMem systems can successfully leverage non-
cryptographic hash functions. However, mechanisms used
to reduce the impact of reading from disk, like prefetching
and speculative reads, must be taken into account when
evaluating the cost of byte comparison [6, 9].

In sum, non-cryptographic hash functions are worthwhile if
these factors mean the amortized cost of computing the non-
cryptographic hash function, fetching content when hash col-
lisions are detected, and performing in-memory byte-to-byte
comparison is less than the cost of computing a cryptographic
hash function for every intercepted write operation.

Takeaway 2. The trade-off of using a non-cryptographic
hash function and byte-to-byte comparison versus using a
cryptographic hash function is not trivial to evaluate, as
it depends on the I/O workload the system is subject to,
the collision resistance of the chosen hash function, and
the read/write asymmetry of the target device.

Takeaway 3. To opt for a non-cryptographic hash func-
tion, deduplication systems must evaluate its cost based
on the workload and device characteristics, to see if it is
less than that of computing a cryptographic hash function.

B. Indexing

As the scale of stored data increases, deduplication indexes
become too large to fully fit in RAM. As an example, let
us assume a system storing 10TiB of data and performing
deduplication in fixed-sized chunks of 4KiB. If the index has
a size of 20B per entry (8B for xxHash, 8B for location on
disk, 4B for reference count), the total size of the index will
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Fig. 3: Impact of index size and cache eviction policy on the percentage of correctly identified duplicates

be 50GiB. As such, to perform global deduplication across all
stored chunks, systems must persist the index on the device
while caching a subset of on-disk entries in RAM to minimize
the performance penalty of fully reading index entries from
disk [4]. Another approach, used by the literature, is to opt
for partial deduplication, i.e., keeping a subset of index entries
solely in RAM and using only these to find duplicates [9, 21].

When following any of these two approaches, determining
which entries to keep in RAM and which to evict requires
careful consideration, as there are many possible eviction
policies, like Least-Recently-Used (LRU), Least-Frequently-
Used (LFU), and Random Replacement.

We study how these policies affect the space savings of
a partial deduplication solution under distinct index sizes
(i.e., number of entries kept at the partial in-memory dedu-
plication index). Further, the above policies are compared
with a theoretically optimal eviction strategy under three /O
workloads [31].> The workloads are three publicly available,
real-world block traces collected at the Florida International
University (FIU) Computer Science Department, which have
been highly used in academia to evaluate the real-world
performance of deduplication systems [5,32]. These replicate
the behaviour of an email server (mail), a file server (homes),
and a virtual machine running two web servers (web-vm). To
compute the optimal sequence of evictions, we use Bélady’s
cache replacement algorithm, which is optimum given infor-
mation on the workload behaviour [33].%

As Figure 3 shows, small index sizes (0.03MiB, 0.65MiB,
and 1.23MiB for the homes, web-vm, and mail workloads,
respectively) are enough in theory to identify over 80% of the
duplicates in all workloads (assuming 20B/entry).> In practice,
indexes need to be larger, as LRU requires 0.20, 4.80, and
2.54MiB to achieve the same gains. Surprisingly, the random
eviction policy performs only slightly worse than LRU, requir-
ing 0.35, 4.38, and 4.29MiB to achieve the same 80% target.
LFU is the worst-performing policy (24.35, 18.50, 4.57MiB,

3The random policy results are averages of 10 runs with different seeds,
and exhibit a maximum standard deviation of less than 0.01 percentage points.

4This representation is a slight simplification of the real problem, as we
are ignoring the impact of block rewrites in deduplication performance.

SThe plot shows the percentage of duplicate content detected relative to
the total volume of duplicate content in the trace. A value of 100% indicates
perfect identification of all duplicates, not that all content was duplicated.

respectively). One explanation for its poor performance is its
susceptibility to cache solidification, a phenomenon where
some cache entries are never evicted, despite not being used for
a long time, due to having more references than newer, hotter
entries. This leads to missed deduplication opportunities [9].

Takeaway 4. Partial indexes may be enough to achieve
good deduplication performance whilst maintaining a low
memory footprint. However, their efficiency is affected by
1/0 workload’s properties and the chosen eviction policy.

V. FUTURE DIRECTION

Besides solidifying existing knowledge on the co-design
of deduplication systems and storage devices, our study and
takeaways also help envision future trends that may shape the
field. We next enumerate some of them.

New Devices and Protocols. Even though Intel discontin-
ued Optane PMem devices [13], similar devices will appear,
and technologies like NVMe over Fabrics and CXL promise
remote access to storage devices faster than ever. This will
probably lead to the redesign of distributed deduplication
solutions, similarly to what we have seen for local designs.

Computational Storage. Computational storage refers to
the offloading of computational load to storage devices
equipped with a processing unit. Storage devices are already
used inside Infrastructure Processing Units (IPUs), and can
even communicate in the network to achieve distributed
storage [34]. Furthermore, the NVMe specification recently
defined this concept, creating a standard mechanism to ex-
ecute programs inside NVMe devices [35]. Such will allow
redefining what deduplication mechanisms can run closer to
the devices towards improving overall performance.

In summary, these trends mean the gap between CPU and
I/O performance will keep reducing, making high-performance
deduplication more challenging.

Computation on the critical 1/0 path. As computation
in the critical I/O path becomes more expensive, the use of
cryptographic hash functions will be prohibited when deal-
ing with latency-sensitive workloads. This will make non-
cryptographic hashes the default fingerprinting scheme for
inline deduplication. In scenarios where byte comparison is too
costly, offline deduplication with cryptographic hash functions
will probably see broader adoption.



Indexing and Metadata Management. As disks keep grow-
ing in size and performance, the indexes will still not fit in
RAM. However, the performance penalty of looking up finger-
prints in a persisted index (and metadata) will decrease, which
may lead to more solutions where these are persisted entirely
in the target medium, reducing the RAM footprint associated
with deduplication, and making it viable in resource-limited
environments. However, caching index entries in RAM might
still be beneficial to speed up fingerprint lookups.
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