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Tânia Esteves
INESC TEC & U. Minho
tania.esteves@inesctec.pt

Abstract—Machine Learning (ML) has emerged as a promis-
ing technique to make detection tools more accurate and
adaptable to the ever-evolving, increasingly voluminous
threat of ransomware attacks. In this paper, we study ML-
based ransomware detection solutions grounded in behav-
ioral analysis, from the perspective of reproducibility and
replicability, as these properties are key for validating,
reusing, and comparing existing work. Our study explores
how these properties evolved over the past 10 years for
the full ML pipeline workflow (i.e., sample collection and
analysis, feature extraction/selection, model configuration,
and explainability). We discuss often overlooked yet critical
challenges and provide guidelines to improve reproducibility
and replicability in the field.

Index Terms—ransomware detection, machine learning, re-
producibility, replicability, systematization of knowledge

1. Introduction

Cryptographic ransomware is a recognized and nefar-
ious type of malware with unique behavior (e.g., data
encryption, file system traversal, and multiple accesses)
when compared to other malware attacks [37]. Over the
years, it has been responsible for high-profile attacks
that have resulted in huge financial penalties for victims.
For instance, in 2025, the SafePay ransomware group
claimed responsibility for the attack on Ingram Micro,
which resulted in severe operational impact, including
outages in order processing, cloud licensing, and hardware
distribution systems across multiple regions. This incident
resulted in estimated daily revenue losses of $136 million,
standing out as an example of ransomware being used to
disrupt global commerce at scale [46].

The persistent increase and evolution of ransomware
attacks, coupled with the escalating financial gains for per-
petrators, have spurred significant research on ransomware
detection techniques [37]. In many of these works, Ma-
chine Learning (ML) models are leveraged for learning
complex behavioral patterns of ransomware attacks, which
are then used to detect their presence and block them at
the victim’s system. As ML becomes commonplace across
many security tools, including ransomware detection tools,
it is critical to assess the reproducibility and replicabil-
ity of research in this field. Without these properties, it

becomes increasingly hard to reason about and compare
different works, blocking the path to meaningful research
and more secure production systems.

Goals. For the above reason, we explore how re-
search on ML-based ransomware behavioral detection has
evolved over the past 10 years, discussing the methodolo-
gies followed by existing work and providing guidelines
for better reproducibility and replicability of future works.

Related Work. Several works have documented the
reproducibility crisis in machine learning [16, 39, 40,
47], including issues such as insufficient reporting and
limited artifact sharing. In the cybersecurity field, studies
have addressed general challenges in learning-based se-
curity [7] and on the experimental evaluation of solutions
tackling generic malware [43]. However, assessing repro-
ducibility and replicability at the level of the specific ran-
somware subdomain remains essential. In ransomware de-
tection, experimental outcomes depend on domain-specific
factors—ransomware family selection, behavioral analy-
sis environment configurations, and system realism—that
are not captured by general-purpose ML guidelines or
cybersecurity/malware-based ones.

At the same time, due to differing primary focuses,
existing ransomware studies and surveys do not offer
a sufficiently comprehensive view of the broader repro-
ducibility challenge in ML-based ransomware detection.
While some works touch on this problem without provid-
ing an in-depth analysis [5, 21, 37], others focus only
on the quality and reproducibility of a single stage of
the detection pipeline (e.g., dataset creation [42]) or only
conduct checks on papers with strong evidence of repro-
ducibility [15], which remain a minority.

Contributions. To address these gaps, we build upon
the existing work and provide the first systematization
of knowledge targeted at reproducibility and replicability1

of ML-based ransomware detection based on behavioral
analysis2, covering a wide range of papers in the field.
Further, we analyze common pitfalls, their causes, and
the challenges to be overcome at each stage of the ML
pipeline. With this study, we aim to provide a common-

1. Reproducibility means that the experiments and results can be
recreated by a different team in a similar experimental environment.
Replicability means that experiments and results can be recreated by
different teams in a different environment.

2. Behavioral analysis is also referred to as dynamic analysis.
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place for researchers and practitioners to improve their
future work. Our main contributions are as follows:

• Comprehensive classification of 32 research ar-
ticles (2016-2025): We systematically examine the
methodologies followed by existing ransomware de-
tection solutions across the various phases of the ML-
based pipeline, introducing a taxonomy based on key
reproducibility and replicability characteristics (§3).

• Consolidation of reproducibility guidelines: Lever-
aging from the proposed taxonomy, we then discuss
open challenges and propose 20 guidelines that over-
come these while promoting more transparent and
reproducible research in the field (§4).

2. Background

This section overviews key ransomware characteristics
relevant to attack detection (§2.1), the type of datasets
used in ML development (§2.2), and the typical stages of
an ML workflow development (§2.3).

2.1. Ransomware Characteristics

Cryptographic ransomware attacks are characterized
by their distinctive operational behavior. Although their
infection and propagation mechanisms resemble those of
a typical malware attack, once active in the system, they
encrypt the victim’s data and exploit the resulting inac-
cessibility to coerce ransom payments [37].

Therefore, a distinctive characteristic of ransomware
is its intensive storage I/O behavior. To encrypt files,
many families (i.e., variants of a given ransomware attack)
interact extensively with the OS storage stack, such as
the file system, resulting in high storage and system call
activity (e.g., read and write operations) in a short period.
Additionally, to locate target files, these attacks typically
traverse the victim’s directories, exhibiting a scan pattern
over the full file system and/or disk [37].

Encryption may be applied to all user data or to
specific files. While encrypting the entire data maximizes
the attack surface, it also requires more time and extra
system resources, which can be more easily detected by
security tools. Consequently, some families adopt selective
encryption, targeting specific file types/extensions (e.g.,
documents – .pdf, .doc, .pptx, .xlsx; photos – .jpeg, .png;
videos – .avi, .mp4) to compromise the most valuable data
while accelerating and hiding the encryption process [20].

Regardless of the strategy, data encryption transforms
file data into a high-entropy format, another key indicator
of ransomware activity [38, 50]. These attacks may also
create previously unseen file extensions (e.g., .ecrypt in
EREBUS, .avoslinux in AVOSLOCKER) to mark en-
crypted files [20]. Finally, ransomware often leaves ran-
som notes across directories to inform the victims.

The aforementioned characteristics lead to uncommon
OS behavior, including directory traversal, changes in file
type, high-volume and intensive read/write operations, and
increased data entropy, among others, which are com-
monly used by detection tools to identify such attacks.

2.2. Dataset Types

When developing ML-based detection solutions, re-
searchers may interact with three types of datasets: the
Sample, the Behavioral, and the Feature datasets.

The Sample Dataset is a collection of executable files
(i.e., binaries), including both benign and ransomware
samples. The samples can be labeled by class (benign
or ransomware) and family, and serve as the source of
information for analysis, which can be conducted either
statically by examining the binaries themselves or dynam-
ically by observing their behavior during execution. Our
study focuses on solutions following dynamic analysis.

The Behavioral Dataset consists of data obtained
from the dynamic analysis of each binary in the Sample
Dataset, typically comprising execution traces of system
calls, file operations, and API calls. The type of behavioral
data can vary depending on the tools used for dynamic
analysis, the underlying operating system, and the specific
operations monitored (e.g., network, file system).

Finally, the Feature Dataset corresponds to the fea-
tures extracted from the Behavioral Dataset. It is usually
obtained by reducing dimensionality and selecting features
that best discriminate malicious and benign software.

We argue that this distinction between datasets is
fundamental because conflating them into a single dataset
introduces ambiguity about which data is actually used,
especially when multiple kinds of datasets are involved.

2.3. ML Workflow Development

A typical development workflow for an ML-based ran-
somware detection solution is depicted in Figure 1 [21].

1. Sample Dataset Collection. The first step involves
collecting representative samples of ransomware and be-
nign software. This is usually done by resorting to public
malware repositories (e.g., VirusTotal, MalwareBazaar)
for ransomware and legitimate software sources (e.g.,
official app stores) for benign samples.

2. Behavioral Dataset Collection. Each sample in the
Sample Dataset is subsequently executed, usually within
a controlled environment (e.g., isolated virtual machine),
to extract its dynamic behavior (e.g., I/O operations) [5].

3. Feature Dataset Creation. The next step consists
of extracting features from the Behavioral Dataset and
selecting the most relevant ones to construct the final
feature dataset used for model training [54].

4. ML Model Development. Based on the extracted
features, the ML-based detection model is designed and
implemented. This process is usually carried out by using
established Python libraries (e.g., scikit-learn) and ML/DL
frameworks (e.g., Weka, PyTorch).

5. ML Model Training and Testing. To train and
test the developed models, the Feature Dataset is split
into two subsets: a training set and a test set [21]. The
former is used to learn the model parameters, while the
latter evaluates the model on previously unseen data. This
process may be repeated multiple times, with iterative
fine-tuning to improve performance.

6. ML Model Explainability. Although a relatively
recent practice, some developers employ explainability
mechanisms to understand the decisions made by ML
models and how input data influences those decisions.
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Figure 1. Illustration of the ML development pipeline for detection solutions, spanning sample collection, behavioral analysis, feature processing,
model training and evaluation, and explainability. Solid arrows represent the standard workflow, while dashed arrows indicate iterative steps. For
example, unsatisfactory testing results may require retraining the model. Likewise, insights from explainability may prompt further retraining.

This step is important, as it can reveal spurious cor-
relations [7]. Based on these insights, developers may
refine the model or adjust the features selected from the
Behavioral Dataset.

Although the ML pipeline resembles the ones used
for malware detection, developing ransomware-oriented
solutions requires accounting for specific characteristics
of these attacks (e.g., storage-intensive behavior, selec-
tive targeting of file types, delayed execution to evade
detection, constant and rapid emergence of new families)
that can significantly affect system design and evaluation.
In this work, we study the extent to which prior work
accounts for these factors and discuss their impact on the
reproducibility of existing solutions.

3. Study and Taxonomy

To assess the reproducibility and replicability of the
ML-based ransomware detection field, we analyzed a
curated set of 32 research papers published between 2016
and 2025 (Table 1). This set is intended to provide a
broad and representative snapshot of research practices
in the field, offering meaningful insights into prevailing
trends and approaches without aiming to be an exhaustive
collection of all published works.

We selected candidate papers using the following
methodology. First, we considered publications from the
past five years in leading security, systems and machine
learning venues, including USENIX Security Symposium,
NDSS, OSDI, IEEE S&P, EuroS&P, ACM SIGSAC CCS,
AsiaCCS, NeurIPS, and MLSys, as well as renowned
journals such as ACM TOPS, IEEE TIFS, and IEEE TDSC.
From these, we selected papers with titles containing
the keywords ransomware, malware, or malicious. Af-
ter reviewing the resulting 343 papers, we applied three
inclusion criteria: (1) the work must evaluate the pro-
posed solution using ransomware samples; (2) it must
propose an AI-based classification or detection approach
for cryptographic ransomware; and (3) it must incorporate
behavioral analysis and use storage I/O features (e.g., file
operations). This process yielded 4 papers. To expand this
set, we also included relevant works cited in the most
recent ransomware survey published in ACM Computing
Surveys [37]. Applying the same criteria, we added 28
additional papers published between 2016 and 2020.

Table 2 classifies the analyzed articles according to the
information reported for each workflow phase described
in §2.3. This section details the different approaches
followed by the reviewed work across our taxonomy’s

TABLE 1. LIST OF SURVEYED PAPERS IN CHRONOLOGICAL ORDER

Solution Year Venue Citations Top

EldeRan [48] 2016 arXiv 463
ShieldFS [14] 2016 ACSAC 433
RansHunt [25] 2017 ICCIT 80
Homayoun et al. [28] 2017 IEEE TETC 260 ✓
Chen et al. [12] 2017 RACS 155
Maniath et al. [35] 2017 RDCAPE 133
DNA-Droid [23] 2017 NSS 112
Ferrante et al. [22] 2018 FPS 108
Saleh Al-rimy et al. [45] 2018 IJIE 82
RWGuard [36] 2018 RAID 211
SSD-Insider [10] 2018 ICDCS 106
Takeuchi, Sakai, and Fukumoto [51] 2018 ICPP 138
RansomBlocker [38] 2019 ACM/IEEE DAC 43
Ashraf et al. [8] 2019 arXiv 36
Chen et al. [11] 2019 SciSec 59
Egunjobi, Parkinson, and Crampton [19] 2019 IDEAL 27
Goyal et al. [24] 2019 ICRESH 19
Maigida et al. [33] 2019 JSE 5
Al-rimy, Maarof, and Shaid [41] 2019 FGCS 126 ✓
Bae, Lee, and Im [9] 2020 CC:PE 185
Abbasi, Al-Sahaf, and Welch [1] 2020 EvoApplications 29
Jethva et al. [30] 2020 JCS 70
Hwang et al. [29] 2020 WPC 173
Zuhair, Selamat, and Krejcar [56] 2020 Applied Sciences 35
Sharmeen et al. [49] 2020 IEEE Access 97 ✓
Ahmed, Kocer, and Al-rimy [3] 2020 TIIS 51
Ahmed et al. [4] 2020 JNCA 120 ✓
Zhou et al. [55] 2020 ICISSP 8
CanCal [52] 2024 ACM SIGSAC 9 ✓
DeftPunk [53] 2024 USENIX OSDI 11 ✓
Sloun et al. [50] 2025 NSDI 1 ✓
Minerva [27] 2025 ACM AsiaCCS 19 ✓

* The Top column highlights publications in top-tier venues, i.e., classified as
A/A* by the CORE Ranking (conferences) or Q1 by SCImago (journals).

classification axes. In §4, we then discuss open challenges
and guidelines based on our observations.

3.1. Dataset Usage/Creation

As previously mentioned, the development workflow
of ML-based detection solutions involves three datasets
(Sample, Behavioral, and Feature), which researchers may
either create from scratch or derive from existing ones.

Our analysis shows that all reviewed papers build
feature datasets from scratch. Further, most of these works
build new behavioral datasets, with only four leveraging
publicly available ones [1, 27, 33, 50]. Building a behav-
ioral dataset requires both a well-curated sample dataset
and a realistic analysis environment to execute samples
and record their behavior, a process that can be time-
consuming. As reported by Maniath et al. [35], even with a
fully automated pipeline, analyzing and extracting features
from just 157 ransomware samples required 56 hours.
Regarding sample datasets, all works build these from
scratch or from subsets of previous datasets [22, 23].

This pattern of incrementally constructing all three
datasets from scratch, rather than building on prior work,
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TABLE 2. CLASSIFICATION OF ML-BASED RANSOMWARE DETECTION RESEARCH BASED ON ITS REPRODUCIBILITY AND REPLICABILITY.

Dataset Tested Samples Behavioral Analysis Feature Extraction ML Training Availability

Sample Size Ransomware Benign Input Techniques Output Dataset Code
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[48] # # # 582 — 942 11 ✓ ✓ ✓ +/- ✓ ✗ ✓ ✓ S W XP ✓ ✓ ✗ AP ✓ ✓ +/- K K B ✓ ✓ ST ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✗

[14] # # # 688 — 2245 11 ✓ ✓ ✓ +/- ✗ ✗ ✓ ✗ SR W 7,
8.1, 10 ✓ ✓ ✓ C ✓ ✓ ✓ K — N ✓ ✓ ST ✗ +/- ✗ ? ✓(∗) ? PC ✓(∗)

[25] # # # 360 532 460 21 ✓ ✗ ✓ ✗ ✗ ✗ ✗ ✗ S W XP
W 7 ✗ ✗ ✗ AP ✗ ✓ ✗ ✗ K ✗ ✗ ✓ ST ✓ +/- ✗ ✗ ✗ ✗ ✗ ✗

[28] # # # 1624 — 220 3 ✓ ✓ ✓ ✗ ✗ ✗ ✗ ✓ S W 10 ✗ ✗ ✓ C ✓ ✓ ✓ KC K N ✓ ✓ MT ✓ ✗ ✗ ✗ ✗ ✗ PC +/-
[12] # # # 83 — 85 4 +/- ✗ ✓ ✗ ✓ ✗ ✗ ✓ S W 7 ✗ ✗ ✗ MT ✓ ✓ ✗ KC K N ✓ ✓ MT ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗

[35] # # # 157 — ? ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✗ S W ? ✗ ✗ ✗ AP ✓ ✓ ✗ K — N ✓ ✗ ST ✓ ✓ ✗ ✗ ✗ ✗ ✗ +/-
[23] G# # # 1928 — 2500 8 ✓ ✓ ✓ ✗ ✗ ✗ ✗ ✓ S A 4.1 ✗ ✗ ✓ C ✗ ✓ ✗ K — N ✗ ✓ ST ✓ ✗ ✗ ✗ ✗ ✗ ✗ +/-
[45] # # # 38152 — 1000 ? ✗ ✓ ✓ ✗ ✗ ✗ ✗ ✓ S W XP ✗ ✗ ✗ AP ✓ ✓ ✗ K K N ✓ ✓ ST ✓ ✗ ✗ ✗ ✗ ✗ PC ✗

[36] # # # 14 — ? 14 +/- ✗ ✓ ✗ ✗ ✓ ✓ ✗ ✗ W ? ✗ ✗ ✗ MT ✗ ✓ ✓ ✗ ✗ N ✓ ✓ MT ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗

[10] # # # 10 — 15 8 ✓ ✗ ✓ ✗ ✓ ✓ ✓ ✗ S I ✗ ✗ ✗ ✗ ✗ +/- +/- C — N ✗ ✗ ST ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗

[51] # # # 276 — 312 ? ✗ ✗ ✓ ✗ ✓ ✗ ✗ ✓ S W 7 ✗ ✓ ✗ AP ✗ ✓ ✗ K — N ✓ ✓ ST ✗ ✗ ✗ ✗ ✗ ✗ F ✗

[22] G# # # 672 — 2386 5 +/- ✓ ✓ ✗ ✗ ✗ ✗ ✓ S A 4.0 ✗ ✗ ✓ MT ? ✓ ✗ ✗ ✗ N ✓ ✓ MT ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗

[38] # # # ✗ — ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ I ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ST ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗

[9] # # # 942 830 292 ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✓ S W 7 ✗ ✗ ✗ MT ✓ ✓ ✗ KC — N ✓ ✓ MT ✓ ✗ ✗ ✗ ✗ ✗ F ✗

[8] # # # ∗ — ∗ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✓ S W 7 ✗ ✗ ✗ AP ✗ ✓ ✗ K K ✗ ✓ ✓ MT ✗ +/- ✗ ✗ ✗ ✗ F ✗

[11] # # # 7 — ✗ 7 ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ S W ? ✗ ✗ ✓ AP ✗ ✗ ✗ K K N ✓ ✗ ST ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗

[19] # # # 200 — 200 ? ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✓ S W 10 ✓ ✗ ✗ AP ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✓ MT ✓ ✗ ✗ ✗ ✗ ✗ ✗ +/-
[24] # # # 67 — ? ? ✗ ✗ ✓ ✗ ✗ ✗ ✓ ✗ ✗ W ? ✗ ✗ ✗ ✗ ✗ +/- ✗ ✗ ✗ ✗ ✓ ✗ ST ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗

[33] —  # 582 — 942 11 +/- ✗ — — ✓ ✗ ✗ — — W ? — — — — — ✓ ✗ ✗ C ✗ ✓ ✓ ST ✗ ✗ ✗ — — ✗ PC ✗

[41] # # # 8152 — 1000 15 ✓ ✓ ✓ ✗ ✓ ✗ ✓ ✓ S W ? ✗ ✗ ✗ AP ✗ ✓ ✗ KC KC N ✓ ✓ MT ✓ ✗ ✗ ✗ ✗ ✗ PC ✗

[1] —  # 582 — 942 11 ✓ ✗ — — ✗ ✗ ✗ — — W ? — — — — — ✓ ✗ ✗ K B ✓ ✓ MT ✓ ✓ ✗ — — ✗ ✗ ✗

[30] # # # 668 — 103 21 ✓ ✗ ✓ ✗ ✗ ✗ ✓ ✓ S W 7 ✓ ✓ ✗ AP ✓ ✓ ✗ K K NB ✓ ✓ MT ✓ ✗ ✗ ✗ ✓∗ ✗ PC ✗

[29] # # # ∗ — ∗ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✓ S W ? ✗ ✗ ✗ AP ✗ ✓ +/- ✗ ✗ N ✓ ✓ ST ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗

[56] # # # 35015 500 500 14 ✓ ✓ ✓ ✗ ✗ ✗ ✗ ✓ ✗ W ? ✗ ✗ ✗ ✗ ✗ ✓ ✗ C — B ✓ ✓ MT ✓ ✗ ✗ ✗ ✗ ✗ PC ✗

[49] # # # 483 — 754 14 ✓ ✓ ✓ ✗ ✗ ✗ ✗ ✓ S W ? ✗ ✗ ✗ AP ✓ ✓ +/- K K B ✓ ✓ ST ✓ ✓ ✗ ✗ ✗ ✗ PC ✗

[3] # # # 673 — 742 14 ✓ ✓ ✓ ✗ ✓ ✓ ✓ ✓ S W XP ✓ ✓ ✓ AP ✓ ✓ ✗ K K B ✓ ✓ ST ✗ ✗ ✗ ✗ ✗ ✗ PC ✗

[4] # # # 1354 — 1358 14 ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✓ S W XP ✓ ✓ ✓ AP ✓ ✓ +/- K C ✗ ✓ ✓ MT ✗ ✗ ✗ ✗ ✗ ✗ PC ✗

[55] # # # 899 — 241 9 ✓ ✓ ✓ ✗ ✗ ✗ ✗ ✗ S W ? ✗ ✗ ✗ AP ✗ ✓ ✗ K — N ✓ ✓ ST ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗

[52] # # # 1761 — 1768 ? ✗ ✓ ✓ ✗ ✓ ✗ ✗ ✗ S W ? ✗ ✗ ✗ ✗ ✗ +/- +/- C — ✗ ✓ ✗ ST ✗ ✗ ✗ ✗ ✗ ✗ PC ✗

[53] # # # 13 — 16 10 ✗ ✗ ✗ ✗ ✗ ✓ ✓ ✗ ?
WS 16,
19, 22,

C
✗ ✗ ✗ C ✗ +/- +/- ✗ ✗ ✗ ✗ ✓ MT ✗ ✗ ✗ ✗ ✓ ✗ ✗ ✗

[50] —  # 383 — ? 5 ✓ ✗ — — ✗ ✗ ✗ — — — — — — — — ✓ ✓ K — ✗ ✗ ✓ ST ✓ ✗ ✗ — — ✓ ✗ ✓
[27] # G# # 476 — 2245 10 ✓ ✓ ✗ ✗ ✓ ✗ ✓ — S W 11 ✗ ✓ ✗ ✗ ✗ +/- +/- ✗ ✗ N ✓ ✓ ST ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✗

Global Dataset Environment & OS Analysis Tool Feature Model Types Code
— Not applicable # New dataset S - Sandbox AP - Analysis Platform K - Known ST - Single PC - Pseudo-code
? - Unclear G# Partially new R - Real MT - Monitoring Tool C - Custom MT - Multiple F - Formulas
∗ - Inconsistent  Reuse dataset W - Windows C - Custom B - Binary ✓(∗) - Unavailable
✓- Provided WS - Windows Server N - Numeric
✗- Not provided A - Android
+/- - Partially provided C - CentOS

is time-consuming and often results in redundant effort
across research teams.

3.2. Tested Samples

Training effective detection models requires datasets
that include ransomware (from diverse families) and be-
nign samples. Ideally, the benign set would also include
applications that exhibit ransomware-like behaviors (e.g.,
data encryption or compression) so that the model does not
incorrectly associate certain traits (e.g., generating high-
entropy data) exclusively with ransomware.

Sample selection and size. Almost all analyzed works
report the total number of considered ransomware and be-
nign samples. However, some papers provide inconsistent
values throughout the text [8, 29], while others do not
mention the exact number of benign samples [24, 35, 36,
50]. In RansomBlocker [38], three in-house ransomware
variants are used, but it is unclear whether they were

used for model training or solely for evaluation. SSD-
Insider [10] and Minerva [27] also develop in-house ran-
somware variants for testing specific ransomware traits.

While most works rely on ransomware-based datasets,
three papers also include other types of malware [9, 25,
56]. The inclusion of additional malware may affect the
learning process and the evaluation of detection models,
making it crucial for papers to report this information.

Train and test samples. Only four works explicitly
report the number of samples allocated to model training
and testing [10, 14, 19, 52]. This is an important detail to
understand if the model is tested on unseen samples (e.g.,
new ransomware families not used during model training).
A related critical aspect is the discrepancy between the
number of samples selected and those actually used for
training and testing. Several works may leave readers with
the impression that the proposed solutions were tested
on the full set of selected samples. However, later in the
paper, it is noted that several samples are excluded due
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to various reasons (e.g., non-functional binaries, inability
to connect to Command and Control (C&C) servers) [3,
9, 24, 30, 49]. Such discrepancies may lead to incorrect
assumptions about the dataset size and affect the repro-
ducibility and replicability of reported results.

Ransomware families and hashes. When considering
further details about ransomware samples, such as fami-
lies, ten papers do not fully report the number of families,
their names, or the sample distribution, sometimes provid-
ing only a few illustrative examples [8, 9, 19, 24, 29, 35,
38, 45, 51, 52]. Among the remaining works, four mention
only the family names without detailing the distribution
of samples per family [12, 22, 33, 36].

Notably, ShieldFS [14] is the only work to report sam-
ple hashes within the paper. However, these are reported
only for the three samples used to evaluate the proposed
system, not for the other samples used in the ML work-
flow. In EldeRan [48], the samples’ hashes are disclosed
alongside the publicly available dataset, but neither the
dataset nor the hashes are referenced in the paper. For the
remaining works, no sample hashes are reported, making
it impossible to know the exact sample binary used.

Ransomware sources and temporal information. Re-
garding the sources of ransomware samples, most works
rely on public malware repositories such as VirusTotal and
VirusShare. Three papers [22, 23, 27] draw samples from
datasets used in prior works, including R-PackDroid [34],
HelDroid [6], Contagio [13] and Koodous [31]. Five pa-
pers do not report their sources [9–11, 27, 53].

Only fourteen papers describe the temporal informa-
tion of their samples, using varying strategies. Some spec-
ify the dates when samples were collected, others report
the dates on which samples were added to public malware
repositories (e.g., VirusTotal), while others indicate when
the corresponding ransomware family was first seen.

Benign sample description and selection. Only four
papers specify the names of benign application samples [3,
10, 36, 53]. Eight papers report solely the application cat-
egories (e.g., office suite applications, development tools,
media players, internet browsers), whereas the remaining
works provide no information in this regard. Importantly,
none of the works report the versions of the benign
applications, making it impossible to reproduce the exact
version of the binaries.

Only eleven papers select benign applications ex-
hibiting behaviors similar to ransomware, such as data
compression or encryption utilities. Interestingly, in Can-
Cal [52], benign samples doing data compression, en-
cryption, and backup are intentionally excluded to avoid
behaviors similar to ransomware. However, no discussion
or justification for this decision is provided.

Benign sample sources. Most works rely on soft-
ware repository websites such as Software Informer and
Portable Apps for fetching benign samples. Other works
collect binaries directly from Windows system directories
(e.g., the System32 folder) [3, 4, 8, 9, 49]. For Android
environments, Google Play and alternative marketplaces
such as F-Droid, Mumayi, and AnZhi are commonly used
sources [22, 23]. Additionally, one paper collects benign
samples from Softonic [29], two others use applications
from real machines [14, 53], and eight other works do not
report the source of their benign samples.

3.3. Behavioral Analysis

To perform behavioral analysis, researchers typically
execute samples in a controlled environment, using mon-
itoring tools to collect data on their interactions with the
network, file system, and OS.

Execution environment. The majority of works on
ransomware analysis and detection rely on sandboxed
environments to execute ransomware samples, ensuring
that the underlying infrastructure remains protected from
infection or damage [37].

The Cuckoo Sandbox, an open-source dynamic mal-
ware analysis system, is often used to provide a virtual-
ized, controlled environment for executing malware sam-
ples and extracting behavioral information. Alternatively,
Egunjobi et al. [19] use virtualized environments provided
by VirusTotal.3 DNA-Droid uses a custom Android sand-
box that can hook and report Android API calls.

A few works collect behavioral data from real environ-
ments. ShieldFS [14] captures benign application behavior
from 11 operational desktop computers, while malicious
behavior is collected from a controlled, sandboxed envi-
ronment. DeftPunk [53] gathers benign data from EBS
virtual disks deployed in Alibaba Cloud. However, it is
unclear how ransomware data is gathered. Unlike prior
works, four of the papers do not provide any information
about their analysis environment [24, 36, 38, 56].

Operating System. The prevalence of ransomware at-
tacks and availability of samples targeting the Windows
OS make it a common choice for research works. Only
two works focus on Android [22, 23], and another two
propose OS-independent solutions [10, 38]. Several works
do not specify the targeted OS and version, leaving readers
to infer the OS from the type of data collected (e.g.,
Windows API features). Notably, ShieldFS [14], Ran-
sHunt [25], and DeftPunk [53] are the only ones that
analyze samples across multiple OS versions.

Among the reported OS versions, the majority target
older systems such as Windows XP and Windows 7, with
only four papers focusing on more recent versions (Win-
dows 10 or 11) [14, 19, 27, 28]. Some works justify the
use of Windows XP due to its weaker security protections,
which allow for the observation of a broader range of
ransomware behavior [3, 48].

Network setup. Whether the analysis environment al-
lows external communication can influence the behavior
or even the ability to execute ransomware samples (e.g.,
due to some samples’ reliance on communication with
C&C servers). Among the analyzed works, only six re-
port their network setup. Of these, one work disables
all network connectivity [19], while the others allow
controlled network access to enable communication with
C&C servers [3, 4, 14, 30, 48].

File system state. An often-overlooked but crucial de-
tail, particularly due to ransomware’s file-intensive nature,
is how the targeted file system is populated with realistic
files and directories. In our analysis, we observe that
only seven papers provide details about the state of the
file system. The strategies described include populating
multiple directories with common user files, especially
those frequently targeted by ransomware (e.g., images,

3. https://docs.virustotal.com/docs/in-house-sandboxes
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office documents, and text files), across locations such
as My Documents and My Pictures and Videos [3, 4,
48]; constructing large-scale file datasets (e.g., 10 folders
each containing 1,000 subfolders [51], around 33,000
files distributed across numerous subdirectories [27], or
collections totaling 1.51 GB [30]); and recreating realistic
user environments using real files that contain typical user
data, such as credentials and browsing history, combined
with directory structures observed on a clean OS [14].

Notably, Jethva et al. [30] report the number and
distribution of files per file type and describe how files
are distributed across the entire file system by following
prior studies on file organization within directories [26]
and across file systems [18].

User behavior simulation. Another important aspect
concerns simulating user behavior and interactions with
the system, as benign applications may require it to oper-
ate in realistic conditions, and some ransomware families
expect it to trigger attacks [3, 28]. Despite this, only seven
of the reviewed papers describe how user behavior is
simulated in their experiments.

Among these works, two provide no detailed reproduc-
tion information, merely reporting the presence of generic
user activity [14, 23]. For example, ShieldFS [14] reports
that benign samples are analyzed on real machines with
genuine user interactions, whereas ransomware samples
are executed in a sandboxed environment where basic
user activity, such as mouse movement and application
launches, is artificially emulated. However, no further
details on the emulation mechanism are provided.

One work adopts Monkey [17], an automated input-
generation tool that injects a pseudo-random stream of
user events into the system [22]. The remaining works
use custom scripts to reproduce user behavior, simulating
activities such as file creation and deletion, web browsing,
email exchange, and interaction with online services [3,
4, 11]. In Homayoun et al. [28], the authors develop
PyWinMonkey, a Monkey-inspired tool for Windows that
automates user interactions. From the above works, this
is the only tool made publicly available [44].

Analysis tools. Most papers that collect new behav-
ioral data specify the tools used, with only six excep-
tions [10, 24, 27, 38, 52, 56]. The majority rely on existing
dynamic analysis platforms such as Cuckoo Sandbox,
while one paper uses a modified version that provides
enhanced anti-anti-sandbox features [35]. Similarly, one
work leverages dynamic analysis from the VirusTotal
platform [19]. Four papers develop custom tools [14, 23,
28, 53], whereas others rely on other existing monitoring
tools, including the PIN tool [9], strace and tcpstat [22],
API Monitor [12], and the IRPLogger [36].

Sample execution time. The duration of a sample’s
execution directly affects the amount and type of behav-
ioral information collected, making it an important re-
producibility metric. Only eleven papers report execution
times, which vary widely, from as little as 5 seconds [45]
to up to 90 minutes [14]. The latter follows the best prac-
tices for malware experimentation as suggested in [43],
since malware often exhibits additional behavior when
allowed to execute for extended periods. In summary, four
works analyze samples for less than 1 minute, five for
1–30 minutes, and two for 1 hour or more.

3.4. Feature Processing

The feature engineering phase involves parsing and
preprocessing raw dynamic analysis data and then apply-
ing feature extraction and selection techniques to construct
the final feature dataset for model consumption.

Input data. Most works describe the data used to
construct the feature dataset only at a high level, typically
by indicating broad groups of dynamically collected infor-
mation such as API function calls, registry key operations,
and file operations. Only four papers mention the specific
functions or operations used [14, 28, 36, 50]. Other works
either provide partial information or none. Notably, only
two papers clearly specify the exact information extracted
from the raw data (e.g., retaining only the function name
while discarding arguments and return values) [4, 41].
While this may seem like a minor detail, its omission
can lead to different feature datasets when solutions are
reproduced by independent research teams.

Feature engineering and selection. In terms of fea-
ture engineering, fourteen works employ established tech-
niques (e.g., binary encoding, N-grams, and TF–IDF),
while eleven propose custom approaches or hybrid meth-
ods [9, 35, 41, 56]. A similar pattern holds for feature
selection, where most studies reporting its use rely on
well-known techniques such as mutual information, with
three employing custom or hybrid methods [4, 12, 33, 41].

Although many papers describe the formulas and algo-
rithms of these techniques, especially the custom ones, a
recurrent limitation is the lack of detail regarding specific
parameter settings. For example, many papers that use n-
grams fail to specify the final chosen length, even when
multiple values were tested [4, 8]. Likewise, the exact
number of selected features is seldom reported.

Finally, eight papers provide little to no information
regarding preprocessing, feature engineering, or feature
selection procedures [19, 22, 24, 27, 29, 36, 38, 53].

Output. Considering the final format of the feature
dataset, most works represent features as vectors or ma-
trices, but seven papers do not clearly specify their output
structure [10, 19, 23, 25, 38, 50, 53]. While features are
predominantly expressed in binary or numerical form, ten
papers do not indicate the data type [4, 8, 19, 24, 25,
33, 38, 50, 52, 53]. Finally, only four papers explicitly
note the file format, with three using CSV and one using
ARFF [19, 25, 35, 55].

3.5. ML Training

For training, researchers typically split the dataset into
training and test sets, apply their selected model(s) using
established ML/DL frameworks or toolkits, and then refine
the model parameters.

Training/Test Sets. While the majority of works report
their data-splitting methodology, six fail to specify this
information altogether [10, 11, 24, 35, 38, 52]. Among
those that do, 10-fold cross-validation is the most preva-
lent technique [12, 14, 25, 28–30, 33, 36, 41, 45, 49],
with occasional use of 4-fold and 5-fold variations [1, 23].
As a simpler alternative, the 80/20 fixed train-test split is
widely adopted [3, 4, 8, 9, 23, 48], followed by the 70/30
split [22, 27, 50, 55, 56].
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Models. All reviewed papers explicitly report the types
of models employed in their detection systems and ex-
periments. The three most frequently used categories are
decision-tree-based models (e.g., Decision Trees, Random
Forests), appearing in eighteen papers; kernel-based mod-
els (e.g., Support Vector Machines), in fourteen papers;
and linear models (e.g., Linear or Logistic Regression), in
ten papers. While some works focus on a single model
type, nearly half evaluate or combine multiple model
types [1, 3, 4, 8, 9, 12, 19, 22, 28, 30, 36, 41, 53, 56].

Parameters/Hyperparameters. Despite clear reporting
of models, detailed configuration information is scarce.
Only five papers fully document their parameters or hyper-
parameters [1, 35, 48, 49, 55]. An additional three provide
incomplete details (e.g., describing the use of Random
Forest with 100 trees without specifying other criteria like
maximum depth) [8, 14, 25]. The remaining works provide
no information on model parameters whatsoever.

Frameworks/Toolkits. Only about half of the reviewed
works report the specific libraries, toolkits, or frameworks
used for model training. Among those, ten mention ML
libraries such as Scikit-learn or MLlib [1, 9, 11, 23, 30,
41, 45, 50, 55, 56], six cite ML toolkits like WEKA [12,
19, 25, 28, 48, 56], and three reference DL frameworks
such as TensorFlow or PyTorch [23, 35, 49].

Explainability. Given the critical role of ransomware
detection systems, the ability to interpret and explain
model decisions is highly important. Despite this, only
Minerva [27] mentions the use of explainability tech-
niques, specifically SHAP, to assess feature contributions
to the final classification.

3.6. Artifacts

Sharing research artifacts is a cornerstone of open
science, directly enabling the community to verify results,
avoid redundant work, and build upon existing solutions.

Datasets. Most works create their own datasets, yet
only four provide a direct link to them within the pa-
per [14, 30, 50, 53]. The dataset from Elderan [48],
although not directly referenced in the paper, is available
in a GitHub repository.4 Of these five datasets, only three
remain accessible, as the links provided by Jethva et
al. [30] and Continella et al. [14] are no longer operational.
Furthermore, only Sloun et al. [50] supplies the final
feature dataset (the authors provide a script to generate
it rather than the dataset itself), whereas the other works
make only the corresponding behavioral datasets available.

Source Code. A similar lack of availability is observed
regarding the source code of the proposed solutions. While
eleven studies provide pseudocode [3, 4, 14, 28, 30, 33,
41, 45, 49, 52, 56] and three include mathematical for-
mulations [8, 9, 51] to clarify parts of their methodology,
only two papers share source code [14, 50]. Of these, only
the artifacts from [50] remain accessible. Notably, this
work stands out as an exception by providing complete,
well-documented source code to reproduce every stage of
its pipeline (from feature dataset generation to the final
detection system) and by having undergone successful
artifact evaluation, achieving an available, functional, and
reproducible classification.

4. https://github.com/rissgrouphub/ransomwaredataset2016

Three additional papers share only partial components
or auxiliary tools: a tool for simulating user interactions on
Windows [28], a modified behavioral analysis tool [35],
and a script for extracting features from VirusTotal [19].
DNA-Droid [23] provided its behavioral analysis tool as
a service to the community, where users could submit
samples for classification. However, the service link is
no longer operational. Furthermore, although a GitHub
repository for the tool exists, it is not cited in the paper,
nor does it reference the publication.5

4. Best-Practice Recommendations

Based on the aforementioned observations, we pro-
vide guidelines to address key challenges in the valida-
tion, reproducibility, and replicability of current ML-based
ransomware detection research. Our guidelines build on
existing security and malware research principles [7, 15,
42, 43], extending them to ransomware detection where
they are often overlooked, and introducing ransomware-
specific considerations to address critical gaps.

4.1. Dataset Collection

Sample selection. Our observations show that recent
research does not sufficiently account for general guide-
lines for building correct datasets, while these guidelines
are often oblivious to ransomware-specific details.
Guideline 1. Clearly define the research objective (e.g., bi-
nary detection, family classification, clustering) and justify
the dataset scope accordingly, explaining the rationale for
using only ransomware, a ransomware–benign mixture, or
a broader dataset that includes other malware.
Guideline 2. Describe the dataset’s composition, rea-
soning on its inter-class balance. For instance, using a
balanced class distribution (e.g., 50% ransomware, 50%
benign) ensures the model learns effectively from all
classes [43]. For evaluation, testing on realistic, imbal-
anced distributions ensures the model’s performance re-
flects real-world conditions, where benign activity vastly
outnumbers ransomware attacks [7, 42].
Guideline 3. Explain how intra-class diversity is ad-
dressed, including the selection criteria and distribution of
samples within ransomware families, as different families
may exhibit distinct operational traits (e.g., differing prop-
agation methods, encryption patterns, or target profiles) as
well as evolving behaviors (e.g., data exfiltration) that may
impact model learning and generalization.
Guideline 4. Document and justify the selection of benign
samples to reflect the intended deployment environment.
Include typical applications for that context (e.g., office
tools and databases in an enterprise, virtual machines in a
cloud data center) and a diverse set of software to ensure
generalizability. It should also incorporate applications
that exhibit ransomware-like behaviors (e.g., intensive file
access or encryption) to adequately validate the model.
Guideline 5. Disclose the specific samples used by:
(i) listing the ransomware families and providing their
collection date for timely relevance, along with sample
identifiers (e.g., MD5 hashes); (ii) specifying the exact

5. https://github.com/amirhgharib/dnadroid
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names and versions of benign applications; and (iii) citing
the sources from which all samples were obtained [43].

Behavioral analysis. Several works that use their own
selected samples to generate a custom behavioral dataset
do not provide sufficient information for reproducing the
environment to collect behavioral data.
Guideline 6. Fully document the experimental analy-
sis environment, including hardware specifications (e.g.,
CPU, RAM, storage, network), OS distributions and ver-
sions, and the virtualization or sandboxing technology
used [43]. These factors directly influence ransomware
runtime behavior, such as the number of threads spawned
or the speed of file encryption, and therefore determine
the behavioral data collected for analysis.
Guideline 7. Clearly describe both the file system en-
vironment and the network configuration used during
behavioral analysis. To elicit representative I/O behavior
(e.g., ransomware may target specific file types or sizes),
the file system environment should mimic a typical host,
including realistic hierarchies, file extensions, and content.
Clearly document the use of existing tools (e.g., Impres-
sions [2]) or novel strategies to generate such states, along
with the steps taken to ensure realism, thereby enabling
validation and reproducibility. Additionally, specify which
network communications were blocked or allowed [43], as
these settings directly influence ransomware execution and
observed behavior (e.g., enabling or preventing contact
with C&C servers for key retrieval or data exfiltration).
Guideline 8. Ensure samples run in environments config-
ured to simulate realistic user usage [43]. This is necessary
to capture authentic behavior, as benign software often
requires user interaction or realistic workloads for full
operation, and many ransomware variants employ anti-
analysis checks triggered by user activity (e.g., mouse
movement) before deploying their payload.
Guideline 9. Identify the tools used to automate dataset
generation, produce workloads, and monitor or trace sam-
ples, specifying their configurations and usage steps. Re-
port the type of monitored data (e.g., API calls, network
packets, file operations), the sampling time windows (e.g.,
per event, at fixed intervals), and the output data format.
Guideline 10. Ensure that the sample execution time is
sufficient to capture its behavior, as assuming a uniform
execution duration across all samples can lead to incom-
plete or misleading observations. As shown in [32], in
many cases shorter execution times (around two minutes)
are sufficient and more efficient, enabling the analysis of
a larger number of samples. However, longer executions
(up to one hour [43]) may be necessary in scenarios where
benign applications perform operations gradually, or ran-
somware introduces execution delays to evade detection.

4.2. Feature engineering, ML training and testing

Feature engineering. While standard feature engineer-
ing and selection techniques are commonly applied, the
reporting of specific parameters and the final selected
features is frequently incomplete or omitted.
Guideline 11. Describe the feature engineering pipeline,
including the source of features (e.g., API calls, file system
operations), aggregation methods, temporal granularity,

and any normalization or encoding steps applied. When
applicable, also detail any feature selection or dimen-
sionality reduction techniques used (e.g., PCA, mutual
information, model-based selection), including their moti-
vation, configuration parameters, and their impact on the
size and composition of the final feature set.

Guideline 12. Specify the final set of selected features,
their data format (e.g., binary, numeric), and the structure
of the resulting dataset (e.g., a matrix of feature vectors).

ML training. Although model training is a standard
phase for all solutions, critical details about parameter
settings and hardware are often under-reported, compro-
mising reproducibility and fair comparisons.

Guideline 13. Report the full training configuration, in-
cluding the model architecture, hyperparameter values,
optimization algorithm, random seeds used for model
initialization and training, training duration, and the hard-
ware (e.g., RAM, GPU, CPU, disk) used [15].

Guideline 14. Define and justify the dataset splits
(training, validation, testing). Prefer temporal or family-
wise splits over random splits. Temporal splits should use
older samples for training and newer samples for testing,
simulating deployment on future, unseen ransomware.
Family-wise splits should hold out entire ransomware
families to evaluate generalization to unseen variants.
This is important because random splits can mix highly
correlated samples across splits (e.g., executions of the
same family or collection period), leading to data leakage
and overly optimistic performance estimates that do not
reflect real-world detection scenarios [7, 43].

ML testing and explainability. Testing strategies of-
ten lack detail, and the use of explainability techniques
is nearly absent, undermining the credibility and inter-
pretability of detection models.

Guideline 15. Justify and describe the experimental eval-
uation in detail, specifying its goals, test environment, and
performance metrics. Performance must be reported using
multiple complementary metrics (e.g., precision, recall,
F1-score), with explicit attention to false positives and
false negatives due to their critical operational impact [7,
15]. In addition, the inference time should be measured
and discussed. Ideally, final testing should be conducted
on distinct datasets and in varied environments to assess
the solution’s robustness under unpredictable conditions.

Guideline 16. Comparisons of model performance with
prior work must be explicitly categorized as theoretical or
experimental. Direct comparison with results reported in
prior publications should be avoided when experimental
setups differ, as this can lead to invalid or misleading con-
clusions [7, 42]. When experimental comparisons are per-
formed, the full setup must be reported, including datasets,
model configurations, and execution environment.

Guideline 17. Whenever possible, incorporate model in-
terpretability or explanation techniques to justify model
decisions, assess whether learned patterns align with
meaningful behavioral indicators, and support trust, de-
bugging, and reproducibility of results [7].
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TABLE 3. GUIDELINES COMPLIANCE ACROSS WORKS.
Pa

pe
rs

Ye
ar

Sample Selection Behavioral Analysis Feature
Engineering ML Training ML Testing

& Explainability Artifacts

G1 G2 G3
⋆

G4
⋆

G5 G6
⋆

G7
⋆

G8
⋆

G9 G10
⋆

G11 G12 G13 G14
⋆

G15 G16 G17 G18 G19 G20

[48] 2016 F P P F P P F N P F P F P P P P N P N N
[14] 2016 F P P F P P F F P F P F P P P – N P P N
[25] 2017 F P P N P P N N P N P N P P P P N N N N
[28] 2017 F P P N P P N F P F F F P P P – N N P N
[12] 2017 F P N P P P N N P F P F P P P – N N N N
[35] 2017 P N N N P P N N P F P F P N P – N N P N
[23] 2017 F P P N P P N F P N P P P F P P N N P N
[45] 2018 F P N N P P N N P P P F P P P – N N N N
[36] 2018 F N N P P N N N P N P F P P P F N N N N
[10] 2018 F P N F P P N N N N N P P N P – N N N N
[51] 2018 F P N P P P N N P N P F P P P P N N N N
[22] 2018 F P P N P P N F P N P F P F P – N N N N
[38] 2019 F P N N N N N N P N N N P N P F N N N N
[9] 2019 F P N N P P N N P F P F P P P N N N N N
[8] 2019 F P N N P P N N P N P P P P P – N N N N

[11] 2019 F P N P P N N F P N P F P N P – N N N N
[19] 2019 F P N N P N P N P N P N P P P – N N P N
[24] 2019 F N N P P N N N N N N P P N P – N N N N
[33] 2019 F P N P P – – – – – P P P F P N N N N N
[41] 2019 F P F P P P N N P N F F P P P P N N N N
[1] 2020 F P P N P – – – – – P F P P P P N N N N

[30] 2020 F P P F P F F N P F F F P P P – N P N N
[29] 2020 F P N N P N N N P N P F P P P – N N N N
[56] 2020 F P F N P N N N P N P F P P P N N N N N
[49] 2020 F P P N P N N N P P F F P P P – N N N N
[3] 2020 F P P P P N F F P P F F P P P N N N N N
[4] 2020 F P P P P N F F P F F P P P P N N N N N

[55] 2020 F P P N P N N N P N P F P P P N N N N N
[52] 2024 F P P P P N N N P N F P P N P N N N N N
[53] 2024 F F P F P P N N P N P N P P P N N P N P
[50] 2025 F P P P P – – – – – P N P P P – N F F F
[27] 2025 F P P F P N P N P N P F P P P P F N N N

F Full compliance P Partial compliance (i.e., meets at least one aspect of the guideline) N No compliance – Not applicable
⋆ Highlights guidelines that require special attention to the specific characteristics of ransomware

4.3. Artifacts

The public release of research artifacts is a critical
step for ensuring reproducibility. Our observations show
this practice remains exceptionally rare in the field.
Guideline 18. Thoroughly document and accurately label
all datasets (sample, behavioral, and feature) to enable
reuse. Where possible, share the original sample datasets
or provide a list of sample hashes for reconstruction. Share
raw behavioral datasets before preprocessing to preserve
critical information and enable the creation of multiple
feature datasets [15]. Share the final feature datasets to
maximize reproducibility and reduce redundant effort.
Guideline 19. Release the solution code along with com-
prehensive documentation of the required hardware, de-
pendencies, and external tools needed to reproduce the
full pipeline [15]. To maximize reproducibility, automate
the entire development and evaluation process using ex-
ecutable scripts, provisioning tools (e.g., Ansible, Ter-
raform), or containerized environments (e.g., Docker).
Guideline 20. Use a permanent public archive with irrevo-
cable versioning and long-term storage, such as Zenodo, to
deposit the final artifact (code, datasets, documentation).
This ensures long-term availability and citability through a
persistent DOI. Cross-reference the paper in the artifact’s
documentation and the artifact’s DOI in the paper.

4.4. Discussion

Table 3 correlates the guidelines with the analyzed
works, providing an overview of how existing solutions
conform to these recommendations in practice.

The research objective and scope (G1) and the final
features format (G12) are mostly described across all
analyzed works, i.e., the works are fully compliant with
these guidelines. In contrast, the reasoning about inter-
class balance (G2), the sample disclosure and provenance
(G5), the tooling and data collection pipeline (G9), the
training configuration (G13), and the evaluation method-
ology and metrics (G15) are poorly attained, i.e., while
most papers provide some details, none fully satisfy all
requirements of these guidelines.

For file system state and network configuration used
during behavioral analysis (G7), realistic user interaction
conditions (G8), and the reasoning about sample execution
time (G10), the results are more polarized, with works
either fully compliant or not compliant, suggesting a
clear distinction between works that explicitly address
experimental realism and those that omit it entirely. A
similar pattern is observed for intra-class diversity (G3)
and behavioral analysis environment specification (G6),
which are mostly partially achieved or not achieved,
reflecting inconsistent reporting of dataset diversity and
experimental infrastructure.

Finally, most papers do not comply with the model
explainability (G17) and dataset/code sharing (G18–G20)
guidelines, with only two papers (one for each) achieving
full compliance. Notably, these are the only guidelines in
which a (albeit slight) temporal trend can be observed,
likely driven by increasing community attention to model
interpretability and reproducibility, as well as by growing
encouragement from conferences and journals for artifact
submission and open science practices. In contrast, no
clear temporal evolution is observed for the remaining
guidelines.
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5. Conclusion

We reviewed ML–based ransomware detection re-
search proposed over the past decade and found that
many lack sufficient methodological detail and artifact
availability, which substantially limit the reproducibility
and reusability of the proposed solutions. By proposing
new guidelines and synthesizing existing ones from related
fields, while adapting them to the specific challenges of
ransomware detection, we aim to steer future research
toward more reproducible and replicable practices.

We recognize that achieving full transparency and
data sharing in this domain can be non-trivial due to
possible operational considerations and infrastructure con-
straints surrounding malware handling and data distribu-
tion. Nevertheless, improved methodological documenta-
tion, at least partial artifact release, and adherence to com-
mon guidelines remain feasible steps that can substantially
enhance reproducibility and replicability.

Further, ensuring that all guidelines are met can be
time-consuming and error-prone, especially when done
manually. Thus, given the significant redundancy observed
across independent research efforts, we argue that devel-
oping dedicated, reusable tools is essential to advancing
the field. Future work should focus on developing or
exploring new frameworks to systematically share, ex-
tend, curate, and properly document existing datasets and
ML pipelines. Such shared resources would accelerate
progress and markedly improve the rigor and overall
quality of research in this critical domain.
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[20] Tânia Esteves et al. “CRIBA: A Tool for Compre-
hensive Analysis of Cryptographic Ransomware’s
I/O Behavior”. In: 2023 42nd International Sym-
posium on Reliable Distributed Systems (SRDS).
2023, pp. 46–58. DOI: 10.1109/SRDS60354.2023.
00015.

[21] Jannatul Ferdous et al. “AI-Based Ransomware
Detection: A Comprehensive Review”. In: IEEE
Access 12 (2024), pp. 136666–136695. DOI: 10 .
1109/ACCESS.2024.3461965.

[22] Alberto Ferrante et al. “Extinguishing Ransomware
- A Hybrid Approach to Android Ransomware De-
tection”. In: Foundations and Practice of Security.
Springer International Publishing, 2018, pp. 242–
258. DOI: 10.1007/978-3-319-75650-9 16.

[23] Amirhossein Gharib and Ali Ghorbani. “DNA-
Droid: A Real-Time Android Ransomware Detec-
tion Framework”. In: Network and System Security.
Springer International Publishing, 2017, pp. 184–
198. DOI: 10.1007/978-3-319-64701-2 14.

[24] Parth S. Goyal et al. “Crypto-Ransomware Detec-
tion Using Behavioural Analysis”. In: Reliability,
Safety and Hazard Assessment for Risk-Based Tech-
nologies. Springer Singapore, 2020, pp. 239–251.
DOI: 10.1007/978-981-13-9008-1 20.

[25] Md Mahbub Hasan and Md. Mahbubur Rahman.
“RansHunt: A support vector machines based ran-
somware analysis framework with integrated fea-
ture set”. In: 2017 20th International Conference
of Computer and Information Technology (ICCIT).

2017, pp. 1–7. DOI: 10.1109/ICCITECHN.2017.
8281835.

[26] B. J. Hicks et al. “Organizing and managing per-
sonal electronic files: A mechanical engineer’s
perspective”. In: ACM Transactions on Informa-
tion Systems (TOIS) 26.4 (2008). DOI: 10 . 1145 /
1402256.1402262.

[27] Dorjan Hitaj et al. “Minerva: A File-Based Ran-
somware Detector”. In: Proceedings of the 20th
ACM Asia Conference on Computer and Commu-
nications Security (ASIA CCS ’25). Association for
Computing Machinery, 2025, pp. 576–590. DOI: 10.
1145/3708821.3733867.

[28] Sajad Homayoun et al. “Know Abnormal, Find
Evil: Frequent Pattern Mining for Ransomware
Threat Hunting and Intelligence”. In: IEEE Trans-
actions on Emerging Topics in Computing 8.2
(2020), pp. 341–351. DOI: 10.1109/TETC.2017.
2756908.

[29] Jinsoo Hwang et al. “Two-stage ransomware detec-
tion using dynamic analysis and machine learning
techniques”. In: Wireless Personal Communications
112.4 (2020), pp. 2597–2609. DOI: https://doi.org/
10.1007/s11277-020-07166-9.

[30] Brijesh Jethva et al. “Multilayer ransomware de-
tection using grouped registry key operations, file
entropy and file signature monitoring”. In: Journal
of Computer Security 28.3 (2020), pp. 337–373.
DOI: 10.3233/JCS-191346.

[31] Koodous. Accessed: April 2026. 2015. URL: https:
//koodous.com/?tab=koodous.
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